
Overview
• SSL/TLS

– TLS Protocol Architecture
– TLS Handshake Protocol
– TLS Record Protocol

• HTTPS
• SSH

– SSH Protocol Architecture
– SSH Transport Protocol
– SSH User Authentication Protocol
– SSH Connection Protocol



SSL/TLS
Secure Sockets Layer
• Provides privacy and data integrity
• Netscape, around 1995
• SSLv3
• Key size: 128 bit / 40 bit for export

TLS: Transport Layer Security
• Based upon SSLv3
• IETF
• Two versions

– TLS 1.0 (RFC 2246 & RFC 3546)
– TLS 1.1 (RFC 4346 & RFC 4366)
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TLS Goals

Defined in RFC 4346:

1. Cryptographic security
2. Interoperability
3. Extensibility
4. Relative efficiency

– Session caching
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TLS Protocol Architecture
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Message Integrity

Alert
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RFC 4346
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Algorithm and key negotiation

UDP: RFC 4347
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TLS Phases
client server

Peer negotiation Determine algorithm support

Key exchange & Authentication
Key exchange
Authentication (certificate-based)
Using public key encryption

Data exchange Using symmetric encryption
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TLS Handshake Protocol – Peer negotiation

client server

Client hello

• SSL version
• Session ID
• Random
• Cipher suite
• Compression method

Server hello

• SSL version
• Session ID
• Random
• Cipher suite
• Compression method
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TLS Handshake Protocol – Key exchange & Authentication

client server

certificate

If requested by client, server sends 
its authentication data plus keysserver key exchange

certificate request

server hello done

certificate
client key exchange

certificate verify

If necessary, clients sends 
its authentication data plus keys
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TLS Change Cipher Spec Protocol 

• Change cipher spec 
activates new algorithms

• Finished verifies new 
algorithms

• After server sends 
Finished, actual data 
exchange starts

client server

change cipher spec

change cipher spec

finished

finished



Ciphers in practice
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Property MON1 MON2
Connection attempts 108,890,868 140,615,428
TLS/SSL server IPs 196,813 351,562
TLS/SSL client IPs 950,142 1,397,930
Different server ports 28,662 30,866
Server ports ! 1,024 91.26% 95.43%
HTTPs (port 443) 84.92% 89.80%
IMAPs and POPs (ports 993 and 995) 6.17% 5.50%

Table 2: TLS/SSL connections in recorded traces.

have switched to offer TLS/SSL by default, we find it surprising
that there does not seem to be a marked change in the overall de-
ployment in the past 1.5 years either.

Our passive monitoring data shows quite a large number of
TLS/SSL-enabled servers. This is related to Grid traffic, which we
did not filter out for this analysis. The numbers changed markedly
between the monitoring intervals in September 2010 and April
2011, although both runs were conducted over a period of two
weeks and both time intervals were during university semester
breaks. We found differences in the number of observed TLS/SSL
connections, and in the number of clients and servers that were
involved in this communication. These differences are summa-
rized in Table 2. The number of connections between the first and
second monitoring runs increased from 108 million to 140 million
connections. Both the number of TLS/SSL servers and the number
of the observed TLS/SSL clients have increased. The increase in
observed TLS/SSL servers is also the main factor responsible for
the increase in the observed certificate numbers in Table 1. The
vast majority of observed TLS/SSL traffic used well-known ports
(< 1,024), especially HTTPs, IMAPs and POPs. We can show that
the remaining traffic was Grid-related on several occasions as the
involved IP addresses are assigned to scientific computing centers.

Negotiated Ciphers and Key Lengths. The strength of the
cryptographic algorithms and the length of the involved symmet-
ric keys determine the cryptographic protection of the TLS/SSL
connection. From our monitoring data, we obtained statistics on
the ciphers and key lengths used to encrypt TLS/SSL connections.
Data from active scans was not involved: it has only limited valid-
ity here, as the negotiated ciphers highly depend on what a client
supports; hence, all results from active scans would be biased.

Figure 5 presents the most frequently negotiated ciphers, key
lengths and digests encountered in the monitoring runs. Generally,
strong ciphers (AES, Camellia, RC4) were selected with appro-
priate key lengths, sometimes offering a very good safety margin
(256 bit). 3DES is still used, but not in the majority of cases.
The use of MD5 for Message Authentication Codes, although not
problematic at this time, is not encouraged [2]. However, it is
still extensively used: the most popular cipher/digest combination
(RSA_WITH_RC4_128_MD5) in September 2010 employed MD5
hashes for digest calculation. Fortunately, we can see that the
popularity of this combination is decreasing: while it is still the
most popular combination in April 2011, we can see an increasing
share of SHA-based digest algorithms.

When comparing our results to those from 2007 in [13], we find
that while the two most popular algorithms remain AES and RC4,
their order has shifted. In 2007, AES-256, RC4-128 and 3DES
were the default algorithms chosen by servers, in that order. In our
data, we find the order is RC4-128, AES-128 and AES-256. It is
difficult to give a compelling reason here. It could be that more
clients support TLS/SSL now and their cipher support is different;
but it could also be that more servers support TLS/SSL now and

Figure 5: Top 10 chosen ciphers in passive monitoring data.

their default choice is the very fast RC4 at lower key length. If so,
this is a debatable choice: although RC4 is secure, great care must
be taken to avoid certain attack vectors [25].

Furthermore, we can see that some of the connections, albeit
a minority, chose no encryption for their user traffic during the
handshake. Such NULL ciphers were observed for 3.5% of all con-
nections in MON1, and in about 1% of all connections in MON2.
Again, we can show that the corresponding IP addresses are as-
signed to computing centers, and the connections are likely Grid
traffic. Our hypothesis is that TLS/SSL is only used for authenti-
cation purposes, whereas encryption is omitted due to performance
reasons.

5.2 Certificate Properties
We investigated several security properties of the X.509 PKI that

are related to properties of certificates and certification chains. In
this analysis, we filtered out Grid-related certificates in the data we
had obtained from passive monitoring.

Certificate Occurrences. Ideally, every host should have its
own certificate to allow TLS/SSL connections. Since the SNI ex-
tension does not enjoy real deployment, however, it is quite com-
mon that a certificate is issued for several domain names. This is
not the only reason: it may be less costly to buy a certificate from
a CA that includes several host names than to buy certificates for
each host name. It may also be less time-consuming for the oper-
ator. However, as the private key for every certificate must also be
stored with the public key, this can potentially increase the attack
surface if a certificate is used on more than one physical machine.

We thus checked how often the same certificate is reused on sev-
eral hosts. Figure 6 shows the complementary cumulative distri-
bution function (CCDF) of how often the same certificate was re-
turned for multiple different host names during the active scan of
September 2010, in the middle of our observation period. We can
see that the same certificate can be used by a large number of hosts
(10,000 or more), although the probability for this is significantly
less than 1:10,000. However, the probability that a certificate is
reused rises quickly for a smaller number of reuses. It is not un-
common (about 1% of the cases) that 10 hosts share the same cer-
tificate.

We thus investigated which hosts are particularly prone to reuse
a certificate. Hosts are identified by the domain names in the certifi-
cate’s subject field. Figure 7 shows these for the certificates that we
found most often. Most of these are identifiable as Web hosters –
but only the certificates for *.wordpress.com were actually valid

432

See: The SSL Landscape - A Thorough Analysis of the X.509 PKI Using Active and Passive Measurements - Ralph Holz - IMC2011
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TLS Record Protocol

Application data

Fragment

Compress

Add MAC

Encrypt

Append header



Certificates
• Create a certificate for your website
• Ask a CA to sign the certificate
• Use the certificate if clients access your 

website 



Certificates in practice
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Figure 6: Certificate occurrences: CCDF for number of hosts per
distinct certificate.

Figure 7: Domain names appearing in subjects of certificates most
frequently used on many hosts.

(correct chain, correct host name). This is a rather poor finding,
considering how popular some of these hosters are.
www.snakeoil.dom is a standard certificate for the Apache Web

server, possibly appearing here because of Apache servers that run
a default configuration (but probably are not intended to be ac-
cessed via HTTPs). We continued to investigate host names for
those certificates that occurred at least a 1,000 times, and found that
these seemed to be primarily Web hosting companies. We explore
the issues of domain names in the subject fields and correctness of
certificates in the sections below.

Validity of Certification Chains. There are several factors
that determine whether a browser should accept a certificate as cor-
rect or not. The first one is whether the certification chain presented
by a server is correct, i.e., the chain is complete and leads to a Root
Certificate in the browser’s Root Store, no certificate in the chain
has expired and all signatures in the chain verify, etc.

There are a number of causes for a broken chain. We thus inves-
tigated the correctness of chains with respect to the Firefox Root
Store from the official developer repositories at the time of the scan
or monitoring run. Note that a missing Root Certificate only means
that the certificate is not valid in a default Firefox, but the Root
Store of a client can be reconfigured to contain the required Root
Certificate. Moreover, some CAs have not yet been included in
Root Stores, although a number of people consider them trustwor-
thy. A prominent example is CACert.org, a community-driven non-
profit CA.

Figure 8: Error codes in chain verification for various data sets.
Multiple errors can cause the sums to add up to more than 100%.

We used OpenSSL’s verify command to check certification
chains. Our check verified the full certification chain. This step
does not check whether the subject in the certificate has a certain
value (e.g., the correct host name) – this has to be checked sepa-
rately. We examined which errors occurred how often in the vali-
dation of a certification chain (N.B.: a single chain can report multi-
ple errors). Figure 8 presents our results for a selection of our data
sets. The error codes are derived from OpenSSL error codes. In
each case, a browser would display a warning to the user (usually
with the option to override the alert). Depending on the vendor,
additional user clicks are necessary to determine the exact cause.
Error code 10 indicates the end-host certificate was expired at the
time we obtained it. For the monitoring runs, we allowed a grace
period here until the end of the run, as we had not logged time-
stamps due to disk space limitations. Expired certificates can be
considered in two ways: either as completely untrustworthy, or just
as less trustworthy than certificates within their validity period. The
latter would account for human error, i.e., failure to obtain a new
certificate. Error code 18 identifies an end-host certificate as self-
signed. This means no certification chain at all is given, a user has
to trust the presented certificate and can only determine its valid-
ity out-of-band (e.g., by manually checking hash values) 1. Error
codes 19–21 indicate a broken certification chain. Error code 19
means a correct full chain was received, but the Root Certificate is
not in the Root Store and thus untrusted. This error can occur, for
example, if a Web site chooses to use a Root Certificate that has
not been included in a major browser. As explained, certain orga-
nizations (like some universities) sometimes use Root CAs of their
own and expect their users to manually add these Root Certificates
to their browsers. If this is not done securely out-of-band, its value
is very debatable – we have anecdotal experience of university Web
sites asking their users to ‘ignore the following security warning’,
which would then lead them to the ‘secured’ page. Error code 20
is similar: there was a certificate in the sent chain for which no is-
suing certificate can be found, neither in the sent chain nor in the
Root Store. Error code 21 means that only one certificate was sent

1Certificate pinning has been suggested as useful here. The idea
is to imitate the trust model of SSH where a host key is viewed as
correct on first encounter and its key remembered by the client for
verification upon revisit.
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See: The SSL Landscape - A Thorough Analysis of the X.509 PKI Using Active and Passive Measurements - Ralph Holz - IMC2011
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Certificate creation

Website CA

Generate
public-private key pair

Generate CSR:
Certificate Signing Request
- public key
- certificate
- signed with private key
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Certificate signed by a CA 

Website CA

Send CSR

Check CSR integrity
- using public key

Verify identity website

Generate certificate
- signed with CAs
  private key

Send Certificate
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Type of certificates

1. Domain Validated Certificate
• DV-SSL
• CA sends validation mail to web master

2. Organisation Validation Certificate
• OV-SSL
• CA additionally checks existence of organisation

3. Extended Validation Certificate
• EV-SSL
• CA additionally checks if requester is authorized
• Expensive (> 100 Euro)
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Certificate types in browsers

Browsers show for all certificates the “locked” sign

1. Domain Validated Certificate
• Firefox: blue
• Opera: yellow

2. Extended Validation Certificate
• Firefox: green
• IE: green
• Chrome: green
• Safari: green
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Certificates

Browser Website

SSL connect

Send signed certificate

Check certificate
- CA trusted?
- On certificate revocation list (CRL)?
- Check using Online Certificate
  Status Protocol (OSCP)



HTTPS
• Introduced by Netscape
• Application on top of SSL/TLS
• Same as normal HTTP protocol
• RFC 2812 (Informational)
• Uses port 443
• Server requires certificate
• Clients may also hold their own certificates



SSH
• NOT an application on top of SSL
• Replacement for TELNET, rlogin, rsh
• 1995: version 1, 1996: version 2
• SSH Communications Security
• OpenSSH
• 2006: IETF secsh WG, many RFCs
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SSH Protocol Architecture

TCP

SSH Applications

SSH Transport Protocol
RFC 4253

Server authentication
Confidentiality
Integrity
Compression (option)

Client authentication

Logical channels

SSH User Authentication Protocol
RFC 4252

SSH Connection Protocol
RFC 4254

RFC 4251

SSH-TRANS

SSH-USERAUTH

SSH-CONNECT
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SSH Transport Protocol

• Initial key exchange / Key re-exchange
– Diffie-Hellman

• Encryption:
– Recommended: aes128-cbc
– Required: 3des-cbc
– Optional: blowfish-cbc, twofish-cbc, aes192-cbc, aes256-cbc, 

serpent-cbc, arcfour (RC4), idea-cbc, cast128-cbc, none
• Server authentication

– Recommended: hmac-sha1-96
– Required: hmac-sha1 
– Optional: hmac-md5, none

• Compression:
– Required: None
– Optional: zlib (lz77)
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SSH Transport Protocol - Timeline

client server

TCP connection setup

SSH version string exchange

SSH key exchange / algorithm negotiation

SSH data exchange

TCP connection release

key / algorithm
re-negotiation

time
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SSH Transport Protocol - Binary Packet Protocol

packet length

padding length

random padding

MAC

payload
(may be compressed) max: 32768 octets max: 35000 octets
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SSH Transport Protocol - Server authentication

• Based on the server’s host key
• The client must check this key 
• Models

– the client has a local database that associates each host 
name with the corresponding public host key

– the host name – to – key association is certified by a trusted 
CA and the server provides the necessary certificates or the 
client obtains them from elsewhere

– check fingerprint of the key over an external channel (e.g., 
phone)

– best effort: 
• accept host key without check when connecting the first time to 

the server
• save the host key in the local database, and 
• check against the saved key on all future connections to the 

same server 

source: www.hit.bme.hu/~buttyan/courses/BMEVIHI9367/SSH.ppt



25

SSH User Authentication Protocol

Methods
• public key
• password
• host based
• keyboard-interactive (RFC 4256) 

Time Out period
• 10 minutes

Too many attempts 
• 20 attempts
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SSH Connection Protocol

Multiplexing protocol
• Opens and closes “channels” 
• Multiple “channels” are mapped on a single SSH transport connection
• Each application uses one or more dedicated channels
• Allows for out-of-band control:

– change size of a terminal window
– application flow control 
– exit code of a server-side process.

• Each channel is locally identified by “channel number”

• Standard channel types include:
– shell
– direct-tcpip
– forwarded-tcpip
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SSH Applications

• SSH: Secure Shell
• SCP: Secure Copy
• SFTP: Secure FTP
• SSHFS: Secure SHell FileSystem
• ISMS: Integrated Security Model for SNMP
• Port forwarding (tunneling)
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Port forwarding (Tunneling)

A B
Application Application

x

client server

A BC
Application

SSH Client SSH Server

Application

22 xy

client server
firewall
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SSH References

• Wikipedia
http://en.wikipedia.org/wiki/SSH

• IETF SECSH WG
http://www.ietf.org/html.charters/secsh-charter.html

• Levente Buttyán, BME-HIT
www.hit.bme.hu/~buttyan/courses/BMEVIHI4372/ssh.pdf

• SSH: The Definitive Guide
http://www.snailbook.com/

http://en.wikipedia.org/wiki/SSH
http://en.wikipedia.org/wiki/SSH
http://www.ietf.org/html.charters/secsh-charter.html
http://www.ietf.org/html.charters/secsh-charter.html
http://www.hit.bme.hu/~buttyan/courses/BMEVIHI4372/ssh.pdf
http://www.hit.bme.hu/~buttyan/courses/BMEVIHI4372/ssh.pdf
http://www.snailbook.com/
http://www.snailbook.com/


SSH versus SSL/TLS
SSH:
• Server authentication mandatory
• Client authentication: many options
• Authentication based on SSH keys
• Provides logical data channel multiplexing

SSL/TLS:
• Server authentication is optional (although generally chosen)
• Client authentication: only public keys
• Authentication based on X.509 certificates
• Does not provide logical data channel multiplexing


